Keeping track of Silverstripe

Trying to reduce the headache of managing multiple
Silverstripe installations

Tim Burt
Biff Bang Pow Ltd
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So, what'’s the problem?

What version is that site running?

Version upgrade frequency
Differing levels of support contract
Variety of packages

Clients



Basic module requirements

e Displays information in the CMS
e Useful blocks of data
e Simple, modular code

Settings

System Status

» All installed vendor packages
» Core software packages
» Silverstripe Configuration

» System info

https://github.com/BiffBangPow/silverstripe-monitoring-client



What do we want to know, and what can we discover?
VersionProvider class to the rescue!

<?php
5[]"Pf‘3{'ipp m namespace SilverStripe\Core\Manifest;
verstripe

bool $cache
array

CMS User help

ed function Lock($cache = true)
rLockPath = $this-
il X s(

return [1;

hQ);
Developer docs

ScomposerLockPath ??

$lockbata = [];
$jsonData = fils
Community
J if ($cache) {

$cache
Feedback

tripe/cms

class VersionProvider
&
use Configurable;

use Injectable;

empty($lockData) & $jsonData) {
$lockData = json_decode(

$jsonData 2?
array
private static $

$3sonData);

return $lockDat:




Building the module - common functionality

<?php

namespace BiffBangPow\SSMonitor\Client\Core;

interface ClientInterface

{

public function

public function

public function

public function

getResult();

getClientName();

getClientTitle(

forTemplate();

<?php
namespace BiffBangPow\SSMonitor\Client\Core

trait ClientCommon

{

string

Exception

public function getClientName(): string
1{
if ($this->clientNam ey
throw new \Exception(
}

return $this->clientName;

string
Exception
public function getC tle(): string
1{
if ($this->config()->get(
return $this->config()-
+

return $this->getClientName();

https://github.com/BiffBangPow/silverstripe-monitoring-client



Core package versions

class CorePackageVersions implements ClientInterface
{ BiffBangPow\SSMonitor\Client\Module\CorePackageVersions:

use ClientCommon;

use Configurable; included_modules:

s 'silverstripe/framework'
private string $clientName =
'silverstripe/cms
"ivate stat $client_title

Sl 'dnadesign/silverstripe-elemental’
private static $included_mod 'biffbangpow/silverstripe-monitoring-client’

public function g sult()
1{
$modules = $this->conf ->get(

VersionProvider $versionProvider

v Core software packages

$versionProvider = Injector: eate VersionProvider::class);

$packages = $versionProvider->getMod omposer ($modules);

PACKAGE VERSION

return [
$this B - $packages
1

tripe/cms

Si 'v’EI'SUIPE‘r‘fV ame\

https://github.com/BiffBangPow/silverstripe-monitoring-client



package versions

lass AllPackageVersions implements ClientInterface

v All installed vendor packages

use ClientCommon; PACKAGE VERSION

use Configurable; m;

string

aw
private static
biffbanc

string biffba

private string $clientName

public function getResult()
{

$packages = [1;

VersionProvider $versionProvider

$ref = new \ReflectionClass(
$refMethod = $ref->
$refMethod->

$lockContents = $refMethod->in

if (isset($lockContents['pac m A ripe-enha

foreach ($lockContents[’ 1 as $package) {

$packageName = $packagel['nan
$version = $packagel 1;
$packages[$packageName] = $version;

return [

$this->getClientName() => $packages

https://github.com/BiffBangPow/silverstripe-monitoring-client



Silverstripe configuration

class SSConfiguration implements ClientInterface
{

use ClientCommon;

use Configurable;

string

private string $clientName

v Silverstripe Configuration

string

private static verstripe t 2
VARIABLE

public function esult($config = null)
Site Name

{

$admin_user = Environment::getEnv( ULT_

tEnv( ;
Environment Type

$admin_pass Environment

$res
[

2 =El =
=> SiteConfig:

efault admin set

=B _-CL,
> Environment

> [
= _t(
Director

' .defaultadmin’,

($adnin_pass || $admin_user)
1;

https://github.com/BiffBangPow/silverstripe-monitoring-client




System configuration

$conn = DB::get_conn(); §
Name: bbp-client-monitor
$dbType ubstr(:

$dbVersion = $conn->getV

PSS SRe e 2t BiffBangPow\SSHonitor\Client\Module\SystemInfo:
env_variables:
- APP_SMTP_USERNAME
- APP_SMTP_PASSWORD

$info

_t( v System info

> $_SERVER['S

VARIABLE

' memorylimit’, "Memory 1

y_limit')

ime limit

gine

1P addre:

Environment Variables

VARIABLE

= _t(
$databaseName

https://github.com/BiffBangPow/silverstripe-monitoring-client



Nice info - but it doesn’t solve the problem!

System Status

» All installed vendor packages

v Core software packages

PACKAGE VERSION
bifft

dr

v Silverstripe Configuration

VARIABLE

v System info

VARIABLE

cution time limit

engine




| Siwstripe - eokacna e X+ S %

€ 5 C & hosinguelsbbpdevcom < % 2 -

Wosting Tools taring Client Admin




Central monitoring server

e Get data from the clients
e Report failures
e Show warnings / status reports

https://github.com/BiffBangPow/silverstripe-monitoring-server



Push or pull?

Push Pull
e More secure - no need to expose data e Simpler deployments
e Simpler updates to reporting frequency,

etc.
e Allows for basic uptime monitoring



A bit of client exposure

e Custom route on the client to provide the data
e Data supplied in a common format, JSON encoded, with a unique module key
e All client modules included by default



Woah, there Nelly!

What about security?

Client endpoint can be IP-limited

Each client has a unique API key, pre-shared with the server

Each client has a UUID assigned, as a checksum against bad requests
All data sent to the server is encrypted (using the Sodium package)
Every client has a unique encryption key and salt

Client configuration data is encrypted in the server database
e Incoming client data is stored in its encrypted format, and only decoded at run-time



Central monitoring server - main dashboard

Monitoring Client Admin

https://github.com/BiffBangPow/silverstripe-monitoring-server



Central monitoring server - Configuring warnings

<?php Name: bbp-monitoring-silverstripeconfig

namespace BiffBangPow\SSMonitor\Server\Client;
9 < BiffBangPow\SSMonitor\Server\Client\SSConfiguration:

data_config:
interface MonitoringClientInterface
Name: bbp-monitoring-systeminfo nment: live

public function getClientTitle(); t_admin: false

public function getWarnings($data); BiffBangPow\SSMonitor\Server\Client\SystemInfo:

data_config:

public function getClientName(); warnings:
min_php_verc?

i i R 2 min_mem
public function getReport($dat - Name: bbp-monitoring-corepackages

BiffBangPow\SSMonitor\Serve lient\CorePackages:
data_config:
warnings:
dev_packages: true
min_versions:
silverstripe/cms: 5.0 | 4.13
silverstripe/framework: 5.0 | 4.12

dorsetdigital/silverstripe-enhanced-requirements: 1.2

https://github.com/BiffBangPow/silverstripe-monitoring-server



Central monitoring server - client detail

Naughty Website

Base URL s:/lexample.col

Active

Connection status

Client OK - Last connection at Sep 12, 2023 3:50:06 PM

Warnings are present:

silverstripe/cms is below the required version. Required: 5.0 | 4.13. A
PHP version is below the required value. Required: 8.1. Actual: 8.0.2
Development packages are present in the code

Default admin credentials are set

Site is in dev mode

» All installed vendor packages
» Core software packages
» Silverstripe Configuration

» System info

https://github.com/BiffBangPow/silverstripe-monitoring-server




entral monitoring server - adding a clien

Client:

Example

Saved Client "Exa

Client Credentials
Warning! These will not be displayed again! Make sure you make a note of them, you will need them for the client machine.

Copy and paste these environment variables into your client configuration:

MONITORING_ENC_SECRET=BpOBS58KjJCOTAGCXKGjWEVKEPjROHTSIBWMS LSVZRMS4219UZKOVAFguUBEF19
MONITORING_ENC_SALT=rKbDaBvFwIpBfGIUER31uJIBPNBSRemh
MONITORING_API_KEY=S7nFYP3tdvKkSE®2bJIFXQCOL lrEKXX8IGOME053B1kVDdr7DZE
MONITORING_UUID=30d28116-f2de-43e7-aa73-3d1b30fod641

https://github.com/BiffBangPow/silverstripe-monitoring-server



Central monitoring server - reporting

e Client connection failures show up in red on dashboard
e Client errors logged in standard Silverstripe logger

e Additional notifications can be logged to Slack (via webhook):

& Monitoring Alerts A4°P 2:07 Pm
&Y [2023-08-30 14:07:08] Montoro.ERROR: Client: i I SIS (Enerveo Main) : The client failed to respond. Please check it is online and configured properly.

[2023-08-30 14:07:08] Montoro.ERROR: Client: ciiiss. PEESEESS (Enerveo PSL) : The client failed to respond. Please check it is online and configured properly.



A few last things:

At the time of writing, this code is still in development and should be considered for testing
purposes only! Please don’t install it if you don’t understand the risks!

Biff Bang Pow: https://biffbangpow.com

Client software: https://qithub.com/BiffBangPow/silverstripe-monitoring-client
Server software: https://github.com/BiffBangPow/silverstripe-monitoring-server
Sodium library: https://www.php.net/manual/en/book.sodium.php

Tim’s Github: https://github.com/DorsetDigital

Thank youl!
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