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So, what’s the problem?

● Version upgrade frequency
● Differing levels of support contract
● Variety of packages
● Clients 

What version is that site running?



Basic module requirements

● Displays information in the CMS
● Useful blocks of data
● Simple, modular code

https://github.com/BiffBangPow/silverstripe-monitoring-client



What do we want to know, and what can we discover?

VersionProvider class to the rescue!



Building the module - common functionality

https://github.com/BiffBangPow/silverstripe-monitoring-client



Core package versions 

https://github.com/BiffBangPow/silverstripe-monitoring-client



All package versions 

https://github.com/BiffBangPow/silverstripe-monitoring-client



Silverstripe configuration

https://github.com/BiffBangPow/silverstripe-monitoring-client



System configuration

https://github.com/BiffBangPow/silverstripe-monitoring-client



Nice info - but it doesn’t solve the problem!





Central monitoring server

● Get data from the clients
● Report failures
● Show warnings / status reports

https://github.com/BiffBangPow/silverstripe-monitoring-server



Push or pull?

Push

● More secure - no need to expose data

Pull

● Simpler deployments
● Simpler updates to reporting frequency, 

etc.
● Allows for basic uptime monitoring



A bit of client exposure

● Custom route on the client to provide the data
● Data supplied in a common format, JSON encoded, with a unique module key
● All client modules included by default



Woah, there Nelly!

What about security?

● Client endpoint can be IP-limited
● Each client has a unique API key, pre-shared with the server
● Each client has a UUID assigned, as a checksum against bad requests
● All data sent to the server is encrypted (using the Sodium package)
● Every client has a unique encryption key and salt

● Client configuration data is encrypted in the server database
● Incoming client data is stored in its encrypted format, and only decoded at run-time



Central monitoring server - main dashboard

https://github.com/BiffBangPow/silverstripe-monitoring-server



Central monitoring server - Configuring warnings

https://github.com/BiffBangPow/silverstripe-monitoring-server



Central monitoring server - client detail

https://github.com/BiffBangPow/silverstripe-monitoring-server



Central monitoring server - adding a client

https://github.com/BiffBangPow/silverstripe-monitoring-server



Central monitoring server - reporting
● Client connection failures show up in red on dashboard
● Client errors logged in standard Silverstripe logger

● Additional notifications can be logged to Slack (via webhook):



A few last things:

● Biff Bang Pow: https://biffbangpow.com
● Client software: https://github.com/BiffBangPow/silverstripe-monitoring-client
● Server software: https://github.com/BiffBangPow/silverstripe-monitoring-server
● Sodium library: https://www.php.net/manual/en/book.sodium.php
● Tim’s Github: https://github.com/DorsetDigital 

At the time of writing, this code is still in development and should be considered for testing 
purposes only!   Please don’t install it if you don’t understand the risks!

Thank you!
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